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nn Addresses training standards Addresses training standards 
for personnel who for personnel who may be may be 
involvedinvolved in emergency in emergency 
preparedness and response preparedness and response 
activities.activities.

It IS NOT designed for “Responders”

Terrorism & Security Terrorism & Security 
Awareness OrientationAwareness Orientation



Orientation Course Orientation Course 

nn Cross agency recognitionCross agency recognition
nn Cost effective Cost effective 
nn Focus: Antiterrorism and SecurityFocus: Antiterrorism and Security
nn All hazardsAll hazards

nn TwoTwo--part: part: 
nn Part IPart I-- all employees all employees 
nn Part IIPart II-- discipline/site specificdiscipline/site specific



Orientation Course ModelsOrientation Course Models

nn Federal Employees Emergency GuideFederal Employees Emergency Guide
http://opm.gov/emergency/PDF/EmployeesGuide.pdfhttp://opm.gov/emergency/PDF/EmployeesGuide.pdf

nn Pennsylvania Terrorism Awareness and Pennsylvania Terrorism Awareness and 
PreventionPrevention
http://www.pahttp://www.pa--aware.org/aware.org/

nn Virginia Department of TransportationVirginia Department of Transportation



OrientationOrientation

Governor WarnerGovernor Warner’’s Executive Order 69 s Executive Order 69 
instructs all state agencies to create plans to instructs all state agencies to create plans to 
address agency response to natural and address agency response to natural and 
manman--made disasters and emergencies, made disasters and emergencies, 
including terrorist attacksincluding terrorist attacks

Currently Governor Kaine is reviewing the Currently Governor Kaine is reviewing the 
need to update this Executive order.need to update this Executive order.



Purpose of OrientationPurpose of Orientation

To provide state employees with the To provide state employees with the ““toolstools””
to enable them to be more personally and to enable them to be more personally and 
professionally security conscious while professionally security conscious while 
continuing to provide the highest quality of continuing to provide the highest quality of 
customer servicecustomer service



Learning ObjectivesLearning Objectives

nn Describe what terrorism is and why it Describe what terrorism is and why it 
existsexists

nn Describe the tools and techniques Describe the tools and techniques 
terrorists use to achieve their goalsterrorists use to achieve their goals

nn Explain how to reduce the risk in Explain how to reduce the risk in 
becoming becoming 
a victim to crime and/or terrorisma victim to crime and/or terrorism

nn Explain how to report and respond to Explain how to report and respond to 
suspicious conditions and situationssuspicious conditions and situations



OverviewOverview

nn IntroductionIntroduction
nn TerrorismTerrorism
nn Explosive Threats and IncidentsExplosive Threats and Incidents
nn Chemical, Biological, Radiological/Nuclear Chemical, Biological, Radiological/Nuclear 

Threats (CBRN)Threats (CBRN)
nn Cyberterrorism, Identity Theft and Social Cyberterrorism, Identity Theft and Social 

EngineeringEngineering
nn Crime PreventionCrime Prevention



Orientation Course Orientation Course 
MethodologiesMethodologies

nn Available to state employees (or create own)Available to state employees (or create own)
nn Track in DHRM LMSTrack in DHRM LMS
nn Suggested for othersSuggested for others

nn Multi delivery methods:  Multi delivery methods:  
nn Classroom, online, offClassroom, online, off--line, video (DVD/VHS)line, video (DVD/VHS)
nn Instructor TrainInstructor Train--the Trainer the Trainer ““recommendedrecommended””

nn Modular: 15Modular: 15--20 minute units20 minute units
nn Evaluation Evaluation ““QuizQuiz”” required required 
nn Completion certificateCompletion certificate



““LiveLive”” Classroom ProgramClassroom Program

nn Course PowerpointsCourse Powerpoints
nn Student materials with HandbookStudent materials with Handbook
nn Final 15 question Quiz required to Final 15 question Quiz required to ““PassPass””
nn Instructor provides Certificate of Completion for Instructor provides Certificate of Completion for 

agency recordsagency records



OnOn--Line ProgramLine Program

nn Hosted by Va. Dept. of Human Resource Hosted by Va. Dept. of Human Resource 
ManagementManagement
nn https://covkc.virginia.govhttps://covkc.virginia.gov
nn Log into Learning Management SystemLog into Learning Management System
nn Click On "Learning CenterClick On "Learning Center””
nn Click ON "Course Information & EnrollmentClick ON "Course Information & Enrollment““

nn Database of all salary linked employeesDatabase of all salary linked employees

nn Enter "Terrorism" in box and SEARCHEnter "Terrorism" in box and SEARCH
nn Click on "Virginia Terrorism AwarenessClick on "Virginia Terrorism Awareness““ to to 

start programstart program



OffOff--Line ProgramLine Program

nn Available as CBT with built in Student Available as CBT with built in Student 
Tracking and QuizTracking and Quiz

nn Computer device specific Computer device specific ((““CookieCookie”” created)created)
nn Must Must ““PassPass”” module quizzes to proceedmodule quizzes to proceed
nn Allows employee to enter and exit between Allows employee to enter and exit between 

modulesmodules
nn Prints notice of completion when all modules Prints notice of completion when all modules 

““passedpassed”” for agency recordsfor agency records



Video Based ProgramVideo Based Program

nn Available as VHS or DVD formatAvailable as VHS or DVD format
nn Approximately 60 minute videoApproximately 60 minute video
nn Final 15 question Quiz required to Final 15 question Quiz required to ““PassPass””
nn Single session completionSingle session completion
nn Agency Proctor  provides Certificate of Agency Proctor  provides Certificate of 

Completion for agency recordsCompletion for agency records
nn Also useful for Classroom presentations to  Also useful for Classroom presentations to  

break up presentationsbreak up presentations



Virginia Department of Virginia Department of 
Emergency Management Emergency Management 

Terrorism Training ProgramTerrorism Training Program



Training Programs (State)Training Programs (State)

nn PSRTPSRT--Awareness Awareness ………………………………8 hours8 hours

nn PSRTPSRT--Tactical  Tactical  
ConsiderationsConsiderations…………………………………….16 Hours.16 Hours

nn PSRTPSRT--ManagementManagement………………………….16 Hours   .16 Hours   
ConsiderationsConsiderations

zz PSRTPSRT--Hazmat TeamHazmat Team………………………………16 Hours 16 Hours 
Operations                 Operations                 



Virginia Terrorism Training Virginia Terrorism Training 
ConsortiumConsortium

The National Domestic The National Domestic 
Preparedness ConsortiumPreparedness Consortium

nn http://www.vaemergency.comhttp://www.vaemergency.com

VDEM VDFP VDH/
OEMS

DCJS Homeland
Security



Continuing Education CreditContinuing Education Credit
for these Courses available for these Courses available 

from:from:

VDH/
OEMS

DCJS



What can VDEM provideWhat can VDEM provide

nn InstructorsInstructors
nn BooksBooks
nn AVAV
nn TrainTrain--thethe--Trainer for Trainer for 

PSRTPSRT--Awareness Awareness 
Course.Course.



PSRTPSRT--AwarenessAwareness

nn This course is designed for all publicThis course is designed for all public--sector sector 
emergency responders to provide awarenessemergency responders to provide awareness--
level information on terrorist incidents. Through level information on terrorist incidents. Through 
case histories the students will receive case histories the students will receive 
information on recognition, scene control, selfinformation on recognition, scene control, self--
protection, and tactical considerations. The protection, and tactical considerations. The 
course covers terrorist crime scenes, bombing course covers terrorist crime scenes, bombing 
incidents, chemical agent incidents, biological incidents, chemical agent incidents, biological 
agents, nuclear terrorism and planning.agents, nuclear terrorism and planning.



PSRTPSRT--Tactical ConsiderationsTactical Considerations

nn This course is designed for emergency This course is designed for emergency 
response firstresponse first--line supervisors that will be line supervisors that will be 
responding to a terrorist incident. This responding to a terrorist incident. This 
course includes training in responder selfcourse includes training in responder self--
protection, personal protective equipment, protection, personal protective equipment, 
scene security and control, mass scene security and control, mass 
decontamination, medical considerations decontamination, medical considerations 
and hazard control.and hazard control.



PSRTPSRT--Management Management 
ConsiderationsConsiderations

nn This course is designed for managers This course is designed for managers 
and commandand command--level officers who will be level officers who will be 
emergency incident managers and will emergency incident managers and will 
focus on the dynamic aspects of focus on the dynamic aspects of 
managing emergency services managing emergency services 
response to acts of terrorism. The response to acts of terrorism. The 
course overviews ICS, unified command course overviews ICS, unified command 
and response to terrorist crime scenes.and response to terrorist crime scenes.



PSRTPSRT-- Hazmat Team Hazmat Team 
OperationsOperations

nn This class is designed for State Hazmat This class is designed for State Hazmat 
team technicians and specialist that will team technicians and specialist that will 
be responding to a terrorist event. This be responding to a terrorist event. This 
class contains advanced level class contains advanced level 
information on explosives, detection and information on explosives, detection and 
monitoring, PPE, advanced decon and monitoring, PPE, advanced decon and 
decisiondecision--making.making.



Incident Response to Terrorist Incident Response to Terrorist 
Bombings Bombings -- Performance Performance 

4 Hour Course4 Hour Course

nn This is an performance level course designed This is an performance level course designed 
to provide participants with basic information to provide participants with basic information 
concerning explosive and incendiary devices concerning explosive and incendiary devices 
that could be used as terrorist weapons.that could be used as terrorist weapons.



Prevention &  Response to Suicide Prevention &  Response to Suicide 
Bombing Incidents Bombing Incidents -- Performance Performance 

4 Hour Course4 Hour Course

nn This is an performance level course designed This is an performance level course designed 
to provide participants with basic information to provide participants with basic information 
concerning terrorist use of suicide bombing concerning terrorist use of suicide bombing 
attacks.attacks.

Available starting
May 2006



Other Training  AvailableOther Training  Available

National Domestic National Domestic 
Preparedness ConsortiumPreparedness Consortium

WW CTOS NSTCTOS NST--NevadaNevada
WW EMTRC NMT EMTRC NMT -- New MexicoNew Mexico
WW TEEX NERRTC TEEX NERRTC --TexasTexas
WW NCBMRTNCBMRT-- LouisianaLouisiana
WW CDP CDP -- AlabamaAlabama
WW Private CorporationsPrivate Corporations



Other Training cont.Other Training cont.
nn National Fire AcademyNational Fire Academy
nn International Association of FirefightersInternational Association of Firefighters
nn International Association of Fire ChiefsInternational Association of Fire Chiefs
nn National Sheriffs AssociationNational Sheriffs Association



DHS/FEMADHS/FEMA
Compendium of CoursesCompendium of Courses

nn FEMA Compendium Web PageFEMA Compendium Web Page

http://www.fema.gov/compendium/index.jsphttp://www.fema.gov/compendium/index.jsp



THE ENDTHE END
Thank You!Thank You!

ken.clark@vdem.virginia.gov
(804) 897-6500 x 6572


